


DATASHUR® PRO=

OCHOBHbIE BO3MOKHOCTHU

MakcnmanbHas BMeCTUMOCTb

Onelu-HakonuTenb ¢ annapaTHbiM WwudposaHnem u PIN
ayTeHTUdVKaumeln obbemom namaTy ao 512GB

Ana no6biX onepauioHHbIX CUCTEM

He TpebyeTca yctaHOBKYM ApaliBepos. Kpocc-
nnatGopMHbIi, coBMecTuMMbI ¢: MS Windows, macOS,
Linux, Android, Chrome, Thin Clients, Zero Clients,
Embedded Systems, Citrix, VMware, DVR’s, Medical
Equipment, Printers, Scanners, CCTV. PaboTaeT Ha ntobom
yctporctae ¢ USB noptom!

MexpgyHapogHasa cepTuduKauma
FIPS 140-2 ypoBeHb 3, NCSC CPA, NLNCSA BSPA & NATO
OxmpaeTca K 3 kBatpane 2019 roga

CootBetcrBue craHpapty FIPS 140-2 ypoBHsa 3

Bce Kputuueckme  KOMMOHEHTbI  MOKPbITbI  CI0EM
CBEPXNPOYHON 3MOKCMAHON CMOJIbl, KoTOpylo
NPaKTUYeCKNn HEeBO3MOXKHO  YAANUTb, He  HaHocA

HernonpaBMMOro yuepba KpUTUYeCKMM KOMMOHeHTam. B
CJlyyae HapyLweHWUs, HeCaHKLMOHUPOBAHHBIN AOCTyn K
yctpoiictey  datAshur PRO npepoctaBut  BugMMmble
[OKa3aTesbCTBa TOro, YTO YCTPOWCTBO MbITa/INCh BCKPbITh

CynepckopocHoi1 USB 3.2 (Mokonexnne 1x1)
O6paTHaA COBMECTUMOCTb CO CTapbimy nopTamu USB.

ABTOGNOKMpPOBKA

HactpauBaetca pna OGNOKMPOBKM MocCie  3aaHHOro
nepvoga  6e3spgeiictBua.  datAshur  PRO  Takxke
aBTOMaTMyecKn GroKMpyeTCa Npu OTKIIIOUYEHUN OT XOCT-
YCTPOWCTBA U Npu OTKMoYeHny nutaHua USB-nopra.

HacTpounTb Kak cbeMHbI HOCUTeNb Unn
JNOKaNbHbIN AUCK

B 3aBucmmocTyn ot cpefpbl OC 1 cueHapura NPUNoXeHnA
datAshur PRO MoXeT 6bITb HacTPOEH KakK CbeMHbIl
HOCMTENb WM JOKabHbIA [UCK B COOTBETCTBUMU C
noTpebHOCTAMY Nosb3oBaTeNs.

Read only (write protect) - Dual Mode

Kak agMrHmCcTpaTop, Tak 1 nosb3oBaTeslb MOTYT HaCTPOUTb
datAshur PRO Kak ycTpoIiCTBO TOMbKO /1A UTeHusA (3awwuyTa oT
3anucu). Ecnm 3To HacTpoeHo aAMUHNCTPATOPOM, YCTPOWCTBO
He MOXET ObITb U3MEHEHO W/ OTKITIOYEHO MOJb30BaTeNeM,
YTO NO3BONAET ALMUHUCTPATOPY NPeABaAPUTENIbHO
NMOArOTOBUTL YCTPOWCTBO C MpeABapUTENIbHO 3arpyKeHHbIM
COLEPKMMbIM TOSIbKO A1 UTEHWUA ANA NOMb30BaTeNs.

User PIN enrolment

AOMVHNCTPATOP MOXKET YCTaHOBUTb MOJIUTUKY OrpaHnyeHuns
ana PIN-naponb nonb3oBatend. 3TO BK/IYaeT B cebA
HaCTPOVKY MUHUManbHOW AnvHbl PIN-maponb, a Takke
TpeboBaHVe BBOAA OAHOTO UM HECKONIbKMX «CreumanbHbIX
CVIMBOJIOBY, €C/I 3TO HEOBXOAVMO.

KpunTo npoueccop

256-6utHoe  annapaTHoe wwudpoBaHne  AES-XTS
BOEHHOrO  YpPOBHA B  peasibHOM  BpemMeHn ¢
NpPOoBepPeHHbIM anroputMom wudposaHus FIPS PUB 197

YHuKanbHO BK/IOYAEeT roTOBbIN 3alMLLeHHbI

mukponpoueccop Common Criteria EAL4 +

MpeanaraeT MakcMMasnbHYH0 3aLUTY OT XaKepos,

0obHapyu1Bas 1 pearvpya Ha Takme GyHKLMY, KaK:

« CneuvanbHoe 060pyaoBaHMe 451 3aLMTbl OT aTak
SPA/DPA/SEMA, DEMA

o YCOBEpLUEHCTBOBAHHAsA 3alyMTa OT GU3NYECKMX aTaK,
BKtovan Active Shield, o6bekT Enhance Protection,
npoBepky CStack, [eTeKTop HakIoHa W OWUn6KK
YeTHOCTU

o CuncTembl 3alWMTbl BHELIHEN Cpeapbl, 3alyiaioLye oT
N3MEHEHUI HANPAXKEHWUA N YACTOTbl, KOHTPONSA
TemnepaTtypbl

e besonacHoe ynpaeJjieHne NamMmAaTbio / 3awuTa AocTyna

IP58 cepTudpuyumpoBaH
[Mbine n BnarocTorkas. BKitouaeT »eCcTK1i antoMUHNEBDI
KOPMYC N »KeCTKUNIA Yexos.

BykBeHHO-UMdppoBasA KnaBmaTypa C NoIMMepPHbIM
NoKpbITUEM

AyTeHTndmKauma Ha yctponctee datAshur PRO wn Bce
dYHKLMOHaNbHbIE HACTPOWKM  BbIMOMHATCA C  MOMOLLbIO
BCTPOEHHOW  KNaBuaTypbl. OTO  MO3BOMAET  3alUTUTb
YCTPOMCTBO OT KIaBMATYPHbIX LWNVOHOB U/UNK aTak METO[OM
nepe6opa.

Knaeunatypa datAshur PRO® nokpbiTa cnoem n3HOCOCTOMKOro
nonvmepa 1A AOMONHUTENbHON 3aLUTbl.

PIN - ayteHTUduKauma
MoppepkKa HesaBrcMbIx PIN - naponeit agMuHmcTpaTtopa u
nonsosarenei.

3arpy3souHas ¢pyHKLUA
Ycranosute OC Ha datAshur PRO v 3arpy3utecb NnpsmMo C Hee.

Lock override mode

TpebyeTca B Tex cnyyasnx, koraa datAshur PRO2 fomkeH
0cCTaBaTbCA Pa3bIOKNPOBaHHbIM, NPV OTCYTCTBUMN NMUTaHKA CO
ctopoHbl USB-xocTa. 310 TpebyeTcs BO BpeMs nepesarpysku,
nnu ansa paboTbl yCTPONCTBA Yepes BUPTYasbHYIO MaLlUVHY.

BocraHoBneHune napona noJsib3oBartena

Pexrm agMrHNCTpaTopa, Ype3BblualiHO Nosie3eH B
CHTYyaumsAX, KOraa nonb3oBaTtesb 3abbin ceoit PIN-naponb.
370 no3BonseT pa3broKUpoBaTb YCTPONCTBO 1 YCTaHOBUTb
HOBbIN Nosib3oBaTenbckuii PIN-napornb.

iStorage°



DATASHUR® PROZ

(DYH KUMA CAMOYHNUTOXKEHNA |/|H<|>opmauvm

MoxHo 3anporpammupoBatb datAshur PRO2 Ha PIN-
Kof camoyHuuTOXeHusi nHdopmauwmu. MNMocne BBoOAa
ngaHHoro PIN - kopa, Bce knoum wudposaHusa 6yayTt
YHUUTOXEHBI, 1 BCA MHGOPMaLA Ha HOCUTene CTaHeT
He JOCTynHa.

benbin cnncok B ceTaAx

YcTpocTBO  MmeeT cBOW  yHuKanbHbl  VID, PID,
CEPUIHBbIA HOMep. 3TO MO3BOAUT CO3AaTb Genbii
CMCOK YCTPOWCTB, pPa3peLleHHbIX B CETW 3aKa3unka 1
OrpaHNYnTb AOCTYM HE aBTOPU30BAHHBIX HOCUTENEN.

WmyHuTeT Bad USB

MwuKponpoLeccop 1 KpUNTO-KOHTPOMIEP UCMOMb3YIoT
umdpoBylo noanucb AnA AOCTyMa K MUKpOCXeme
NamATU  HakonuTens. JTO  MO3BONMAET  CAenaTb
YCTPOWCTBO He BOCMPUUMUMBBIM K aTakam Tuna Bad
USB.

MexaHun3m 3awmTbl OT pr3MYeCKOro B3sioma
Ecnn PIN-naponb nonb3oBatensa BBOAUTCA HEMPABUIbHO
10 pa3 nogpag, PIN-naponb nonb3osatens 6yaet ynanex,
N JOCTYyN K HOCWTEN MOXHO MOJyUYnTb TOJIbKO MyTeM
BBoAa PIN-napona apmuHucTpaTopa Ana cbpoca PIN-
napona nonb3osatend. (AGMUHUCTPATOP MOXET U3MEHUTb
KOJIMYECTBO HeMpaBWIbHbIX MOMbITOK AJ1A NOb30BaTeNs C
10 0O MEHbLLEro KoMYecTBa)

Ecnn PIN-naponb agMnHMCTpaTopa BBEAEH HEMPaBUIbHO
10 pa3 noppsAp, BCe KU WMOPOBAHNA M3MEHATCA U
[aHHble Ha HocuTene OyayT yTepsHbl.

OyHKUMA c6poca K 3aBOACKMM HacTpoKam

Hocutenb datAshur PRO2 MoeT ObiTb MCMONb30BaH
NnoBTOpHO. [na 3Toro HeobxoaumMo cOpoCcUTb BCe
HacTpoiikm no Default. Mpu 3atom Bce PIN - naponu,
HaCTPOWKM 1 laHHbIe Ha HoCKTENe ByayT YHUUTOXEHBI.

Csetoguoppl

KPACHbII - coctosiHme oxuaaHmns / 3a6noKnpoBaHo
3EJIEHbIV - nonb3oBaTenbckuin peskim / pa3baoknpoBaH
CUHUI - pexuim agMrHUCTpaTopa

3awueHHbIN mukponpoueccop Common

Criteria EAL4 +
I'Ipe,qnaraeT MaKCMManbHY0 3aLlLUTYy OT XakepoB.,
06Hapy)K6HVIe N pearmposaHne Ha B3/1OM

MonumepHas, N3HOCOCTOIKaA, /

6yKkBeHHO-LMppOBas KnaBnaTypa

3noKcngHoe NoKpbiTHe
/ Bce KpyTUYECKME KOMMOHEHTbI BHYTPU
dataAshur nokpbITbl cioem

CBEPXMPOYHO IMOKCULHOWN CMOJTbI

—~

’\

CnnaB UMHKa

/

MKecTknin aHoaMpPOBaHHbIN 1 NPOYHbIN
3KCTPYANPOBaHHDII a/llOMUHMNEBDI KOpRyc

SHIFT key / ON-OFF kHonka /

—

KEY KHonka

PesnHoBoe ynnotHeHne

ObecreyriBaeT BOGOHENPOHMLIAEMOCTb Yexsia (MOHO NPUIKPENUTB K CBA3KE KITtouei)
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TexHMYecKue XapaKTepuCTUKI

AnnapaTHoe cpeacTBo AnnapatHo 3awwndpoBaHHbIi USB dnaw-HakonuTtesnb
WHTepdeiic USB 3.2 (Gen 1x1) SuperSpeed - coBmectumocTb ¢ USB 1.1/2.0
CKOpOCTb Nepenaum aaHHbix2  YteHne: 1303 MB/s | 3anucob: 116.5 MB/s

batapesn 3.7V JInTeBO-NOAMMEPHbI aKKyMYyNATOP

Pazmep - [/LLI/B 87.40 Mm / 19.40 Mm / 13.40 Mm

be3 konnauka: 28 rpamm

Bec C konnaykom: 37 rpamm
CoBMeCTMMOCTb MS Windows, macOS, Linux, Chrome, Android,
Thin Clients, Zero Clients, Embedded Systems,
Citrixand VMware
LLInppoBaHe AaHHbIX AnnapaTHoe 256-6utHoe WwippoBaHue AES-XTS
CepTndukaTbl FIPS 140-2 yposeHb 3, NCSC CPA, NLNCSA BSPA
& NATO oxupaetca B 3 kBapTtane 2019
OpobpeHo e CE & &
EMKOCT | 4/8/16/32/64/128/256/512lb
WHdopmaumsa ana 3akasa IS-FL-DP2-256-XX XX = 06bem
FapaHTVA 3 rop rapaHTuK C 6ecnnaTHO TEXHUYECKON NOAAEPKKOI

1 _ YacTb yKa3aHHOI eMKOCTU Ha YCTPOICTBE XpaHeHUsa GnaL-naMATi ucnonb3yetca Ana GopmaTpoBaHua 1
Apyrux GyHKUMIA 1, Takum 06pasoM, HefoCTynMHa ANA XpaHeHWA AaHHbiX. Takum obpasom, dakTuueckas
[OCTYNHaA eMKOCTb [Y1A XPaHEHWA JaHHbIX MeHbLLe, YeM YKa3aHO B MPoAyKTax.

2- CKOpPOCTb MOXET BapbUPOBaTbCA B 3aBMCMMOCTM OT annapaTHOro, MporpamMmmMmHOro obecrneyeHyis 1 UCMob30BaHNA XOCTa.

GDPR Paspa6otaH B BenukobputaHin
CootBetcByeT CobpaH B Kutae

= 6 0 O # cmx vmwarer € CE E &

Oduiyanppii aucTpubbioTop KoMmanus Dataway Security iStorage®
www.datawaysecurity.com

Bce TOrPOBbI€ 3HAYM N MAPKM ABNAIOTCA COBCTBEHHOCTbBIO UX COOTBETCBYIOLNX BNagesnbLles






